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Wi-Fi CERTIFIED HaLow™ for loT

Features

-II|II-I- Sub-1 GHz spectrum operation

Narrow band OFDM channels

E‘yj' Several device power
saving modes

ks Native IP support

G Latest Wi-Fi® security

Benefits

2

p
—
(EEED

Long range: approximately 1 km

Penetration through walls and
other obstacles

Supports coin cell battery devices
for months or years

No need for proprietary hubs

or gateways /

Source: Wi-Fi Alliance - https://www.wi-fi.org/discover-wi-fi/wi-fi-certified-halow



https://www.wi-fi.org/discover-wi-fi/wi-fi-certified-halow

60 GHz

. 24,5, &6 GHz

For extremely high-definition or virtual

reality applications, without walls For extremely high-definition or virtual

reality applications (VR/AR/XR), with walls

6 GHz
@

160 MHz channels enable next-level

.2.4&SGHZ

For extremely high uplink performance,
but with power management (loT)

userexpeﬁence

5 GHz
@

2.4 & 5GHz
@

High capacity and speed for most
advanced applications

Great for daily use and functionality;
supports multiple users

2.4 & 5GHz
L

Good coverage for every day, light
bandwidth connectivity needs

Sub-1GHz

°
Best for long range, low power

connectivity, penetration through walls

Wi-Fi HaLow



t / Wi-Fi 7 \

4 I
Wi-Fi 6E
Wi-Fi 6
4G/5G
Wi-Fi 5 LTE/NR
\ Wi-Fi 4 /
Data Rate \ Y
[ Wi-Fi HaLow ]

[ NB-loT / LTE-M }

[ Bluetooth/BLE ][802.15.4 ]

[ LoRaWAN, SigFox }
[ RFID/NFC }

Range



Operating frequency
band

Channel Width

Max addressable
stations per AP

Single Stream (1SS)
MCS data-rate
“Typical”
Link Budget
MCS Index

Subcarrier Width

Range

Symbol Time

Spatial Streams

Modulation Types

Sub-1 GHz
(915 MHz US, 868 MHz EU)

20/40/80/160 MHz 1/2/4/8/16 MHz

2.4,5, and 6 GHz (Wi-Fi 7)

2007 8191

6.5 to 866.7 Mb/s (802.11ac, Wi-Fi 5)
6.5 to 150 Mb/s (802.11n, Wi-Fi 4)

~ 100 m (328 ft) ~1 Km (0.62 mi)

150 kb/s to 86.7 Mb/s

REF Upwards of 24dB improvement
0-9 0-9 & 10
312.5 kHz 31.2 kHz
3.2 us (3.6 or 4.0 us with SGI/Gl) 32 ps (36 or 40.0 ps with SGI/Gl)
1-8 1-4
BPSK, QPSK, 16-QAM, 256-QAM



802.11ah Channels in the US*
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902 MHz 928 MHz

*Index values found in HaLow hardware configuration



802.11ah Channels in the US*

o M _
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902 MHz 928 MHz

8 MHz

*Index values found in IEEE 802.11ah-2016



802.11ah Channels in the EU*

1

863 MHz 868 MHz

*Index values found in HaLow hardware configuration



MHz
930

910

890

870

850

830

810

790

770

750

S1G Frequency Allocation

928
923.5 270 925
[ ] I _920
917.5 916.5
902
868 869
-863 866
787
755
Us Korea Europe China Japan Singapore
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Range

Increases
Mandatory for 0.15 - 4.40 Mbps x N
STAs (Global _|
Mandat interoperability)
anf atory | 0.65 — 8.67 Mbps x N
or APs
- S
| _ T
Optiona
(Regional —
Rate
Increases

N.. = Number of Spatial Streams (1-4)



MCSINDEX.NET

MCS | Spatial
Index | Stream

Modulation | Coding

OFDM (802.11ah) HaLow

1MHz 2MHz 4MHz BMHz 16MHz
0Bps Gl | O.dpus Gl | 0.Bus Gl | O.dus Gl | 0.Bus Gl | 0.4us Gl | 0.Bpus Gl | O.d4pus Gl | 0.8us Gl | O.dps Gl
0.5 0 0 é 3 0
i £ 6.0 0 6.0
i 0 £ i 9.0 ¢ 9.0
A 0.8 0 6.0 iX: 0
5 4.0 A % 3 8.0 9.0 | 8.0
2 0.4 5 § 4.0 6.8 0 936 04
6.0 0 0 A B 0
6.0 5.6 0.0 B 65.0 |
8.0 i 6.0 0 8.0 40.4 i
8.0 5.8 £ 9.5 86
0.9 0 1 4,05 8.78 i g
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0 90 i i g i i
A 4.0 2 7 i 8.0 9.0 | i
6.0 80 0 0 7 B 05
B0 0 5.0 0 B0 40.4 3
i 9.0 5 : § 40 3
8.0 0.0 | 0 i g G
0.8 0 0 6.0 8.6 4.0 1 1
| 40 B.8 B 9.8 g




3 Cool Features of HalLow...



Association ID (AID)

0-32 767 Duration value (in microseconds) within all frames except PS-
Poll frames that are not PS-Poll+BDT

AID 0 is used for broadcast transmission in S1G PPDU,
2008-8191

reserved if not in S1G PPDU.
8192-16 383

Additional AIDs in S1G PS-Poll frames other than PS-
Poll+BDT. Reserved if not in S1G PS-Poll frames.

Reserved

_ AID in PS-Poll frames other than PS-Poll+BDT.
-
v o

Duration / ID Field

STA Position Index
Page ID Block Index Sub-block Index in Sub-Block
(2 bits) (5 bits) (3 bits) (3 bits)

\ \ \ \
I |\l Il |l \

bl2 b0



Restricted Access Window (RAW)

w R Short Beacon Interval (~100 ms) q -
¢ 0
o Y ) e
+ RAW1 RAW2 +
c c
S 3
M oTal [plal (plal (sl n Tal [ » VAl o (Al 0
o P (A PlA P[A ) RI D ]X [ D |Al D |A ) a)
L Slot duration = Tg; >« Slot duration = Tg, > < Normal Contention 4>|

P: PS-Poll/Trigger frame, D: DATA, A: ACK, R: Resource Allocation



Target Wait Time (TWT)

* Individual TWT (802.11ah)

AP & STA agree on up to 8 TWT based on different traffic classes or req’s
e STA wakes up at upon TWT

* Trigger-enabled TWT (802.11ax)

 Communication allowed during scheduled times but guaranteed
e Broadcast TWT (802.11ax)
* AP checks to see who is and wants to send data

* AP sets a schedule which can change over time

e Restricted TWT (802.11be) —



Trust measurements you make...



Obligatory HaLow Speed Test

1 Spatial Stream (N = 1)
2 STAs used UDP
Open/WPA3 used TCP
Uncontrolled environment
Results in Mbps




| Ref |Source | Length | PHY | Frequency|NSS |MCS  |RSSI | Bandwidth | Info

86.. 188.433.. 192.16.. 1584 802.1lah (51G) 9@6@MHz 1 7 -1280 4MHz channel 35872 - 5801 Len=1478@

86.. 188.435.. 192.16.. 1584 882.11ah (S1G) 9068MHz 1 =128 4MHz channel 35872 - 5801 Len=1478@

ACOA O/ A=k [CA7Y RS AL - F

+~ Channel flags: @x8@44, 988 MHz spectrum, Orthogonal Freguency-Division Multiplexing (OFDM)
wras ssss saws 2a.8 = 700 MHz spectrum: False
aeas swss ssss 2a@. = 800 MHz spectrum: False
ssss ssxxs asxss sles = 908 MHz spectrum: True
wess ssss 228 .... = Turbo: False
asss ssss 2:@. .... = Complementary Code Keying (CCK): False
wsss suss slia ... = Orthogonal Frequency-Division Multiplexing (OFDM): True
wsan snss Buns auwa = 2 GHz spectrum: False
wsss susB® .uun .... = 5 GHz spectrum: False
wess 2@ siee ... = Passive: False
weas 2Bus wuws 2aws = Dynamic CCK-OFDM: False
wsss Buu. 2uw. ... = Gaussian Freguency Shift Keying (GFSK): False
wes® tiie wiee sews = GSM (90@MHZ): False
ae@e tius wuss sses = Static Turbo: False
«Bi2 2ius ssss ss2:s = Half Rate Channel (18MHz Channel Width): False
Puve 2suws anes asa = Quarter Rate Channel (5MHz Channel Width): False
+ A-MPDU status
A-MPDU reference number: 1
> A-MPDU flags: ©x@e82
~ 51G
TLV type: 51G (32)
TLV datalen: 6
~ Known: @x@87f, S1G PPDU Format Known, Response Indication Known, Guard Interval Known, NSS Known, Bandwidth Known, MCS Known, Color Known
wass ssss ssss =a=:1 = S1G PPDU Format Known: True
ssss ssss ssss =:1l. = Response Indication Known: True
ssas ssss ssss «la. = Guard Interval Known: True
ssss ssss ssss lasa = NS5 Known: True
ssas ssss sssl 2as. = Bandwidth Known: True
sass snss ssla wasa = MC5 Known: True
ssas ssss sles 2aaa = Color Known: True
sess asss Buua ... = Uplink Indication Known: False
P028 @000 .... .... = Reserved 1: @x@@
~ Datal: @x72085, S1G PPDU Format: S1G Short, Response Indication: NDP response, Guard Interval: Long GI, NSS5: 1, Bandwidth: 4MHz channel, MCS: 7
ssas ssss ssxsxs =201 = S1G PPDU Format: S1G Short (1}
seas suss sxss Bl.. = Response Indication: NDP response (1)
sans anss sssl® ... = Reserved 2: Ox0
wees wsss 2@, .... = Guard Interval: Long GI (@)
eeas ssss BB.. .... = NS5: 1 (@)
eaas 8010 .... .... = Bandwidth: 4MHz channel (2)
B111 .... ..ux 2saa = MCS: 7 (7)
~ Data2: @x8808, Color: @, Uplink Indication

One packet slice
from the packet
blasting
experiment!



Beacon details — S1G

2 types of beacons

* Short beacon (transmitted ~100 TUs)

* Compressed SSID, RPS
* Reduce airtime consumption (beacon bloat)

* Full beacon (transmitted ~1000 TUs)

* QoS/WMM, Full/short beacon interval times, uncompressed SSID, and many other super
exciting |Es for PCAP geeks

Meaxt Compras ACcess

Time- = Changs TBTT sef ’L”_f;’p wark

[oplional {oplional
\ \

Frama

Controd Duration S8

stamp | Seguence  (oplional
)

variable

S1G Beacon Format



Beacons

Short Beacon

3.680478 Alfa_b.. 65 802.1lah (51G) 9@845MHz 1 10 S1G Beacon, Flags=....R.FTC

v IEEE 8@2.11 S1G Beacon, Flags: ....R.FTC
Type/Subtype: S1G Beacon (8x@831)
~ Frame Control Field: @xlc@b
...... @@ = Version: @
= Type: Extension frame (3)
Subtype: 1
Next TBTT Present: Present
Compressed SSID Present: Present
ANO Present: Not Present
BS5 Bw: 1
Security: Not supported
AP PM: Not supported
.000 9002 @000 @00@ = Duration: @ microseconds
Receiver address: Alfa_b4:74:7d (@@:c@:ca:bd4:74:7d)
Source address: Alfa_b4:74:7d (@@:c@:ca:b4:74:7d)
Frame check sequence: 0x7644cl4f [unverified]
[FCS Status: Unverified]
[WLAN Flags: ....R.FTCI]
~ IEEE 802.11 wireless LAN extension frame
~ Fixed parameters (12 bytes)
Timestamp: @x5863a8a8
Change Sequence: @
Next TBTT: @x586b7@
Compressed SSID: @x2dcbd284
~ Tagged parameters (5 bytes)
~ Tag: Traffic Indication Map (TIM): DTIM @ of 2 bitmap
Tag Number: Traffic Indication Map (TIM) (5)
Tag length: 3
DTIM count: @
DTIM period: 2
> Bitmap Control: @x3e

=

o

o .

=3
=
[

o

=]
L L | R A 1}

Ref ~ |Source | Length |PHY type | Frequency| NSS | MCS | Info
*REF=* Alfa_b.. 148 802.1lah (S1G) 9845MHz 1 1@ 51G
9.096395 Alfa_b.. 65 B8@2.1lah (51G) 9845MHz 1 1@ 51G
9.198793 Alfa_b.. 65 B802.11ah (51G) 9845MHz 1 1@ 51G
2.403620 Alfa_b.. 65 8@2.1lah (51G) 9845MHz 1 10 516
8.585994 Alfa_b.. 65 B@2.1lah (51G) 9@845MHz 1 1@ 51G
9.688415 Alfa_b.. 65 B8@2.1lah (51G) 9845MHz 1 1@ 51G
8.718839 Alfa_b.. 65 B802.11ah (51G) 9845MHz 1 1@ 51G
2.813242 Alfa_b.. 65 8@2.1lah (51G) 9845MHz 1 10 516
8.915643 Alfa_b.. 65 B@2.1lah (51G) 9@845MHz 1 1@ 51G
1.822443 Alfa_b.. 148 802.1lah (S1G) 9845MHz 1 1@ 51G

No. | Source | Length | Frequency | NSS |MCS  |RSSI | Bandw|Info

19 Alfa_b.. 14@ 9055MHz 1 10 29 1MH..

~ Bitmap Control: @x3e
wesa +..8 = Traffic Indication: @xe
.»11 111. = Page Slice Number: 31
@9.. .... = Page Index: @
v Tag: S1G Capabilities
Tag Number: S1G Capabilities (217)
Tag length: 15
v 51G Capabilities Information
» 51G Capabilities
~ Supported 51G-MCS and NS5 Set
v Supported S1G-MCS and NSS Set: @x0e@l1faeafd

ssss smss wass sess saws sess wess swes 1111 1101 = RX S1G-MC5 Map:
ses smse saaE mmEs mama maa ® 9000 0POD .... .... = Rx
sses snss wass sesl 1111 181. wews cuus weaws saaa = TX S1G-MC5 Map:

Beacon,
Beacon,
Beacon,
Beacon,
Beacon,
Beacon,
Beacon,
Beacon,
Beacon,
Beacon,

@xfd

@xfd

Flags=....R...C, SSID="WiFiVitae-HeyOh"
Flags=....R.FTC
Flags=....R.FTC
Flags=....R.FTC
Flags=....R.FTC
Flags=....R.FTC
Flags=....R.FTC
Flags=....R.FTC
Flags=....R.FTC
Flags=....R...C, SSID="WiFiVitae-HeyOh"

51G Beacon, Flags=....R...C, S5ID="WiFiVitae-HeyOh"

“Full”
Beacon

Highest Supported Long GI Data Rate: @x8@@

sesa 200 @000 POD. .... .... s2a: sass ssass 2asa = TX Highest Supported Long GI Data Rate: @x@ee@

sene @B wuie wuss wass ssss ssws swss awss ases = RX Single Spatial Stream and S1G-MCS Map for 1MHz: @x@
eB@ L.ii aiie wmes wass ssws mass ssss sw=s sass = TX Single Spatial Stream and S1G-MCS Map for 1MHz: @x@
‘ho oooo oooo cooo cooo oooo oooo cooo oooo oooo = Reserved: @x@

v Tag: S1G Operation
Tag Mumber: S1G Operation (232)
Tag length: 6
~ 516G Operation Information
> Channel Width: 39: 4 MHz BSS operating channel width
Operating Class: 2
Primary Channel Number: 7
Channel Center Frequency: 8
Basic S1G-MCS and NSS Set: @xcccd
v Tag: Short Beacon Interval
Tag Number: Short Beacon Interval (214)
Tag length: 2
Short Beacon Interval: 188
v Tag: SSID parameter set: "WiFiVitae-HeyOh"
Tag Number: SSID parameter set (@)
Tag length: 15
SSID: "WiFiVitae-HeyOh"
i Tag: Vendor Specific: Microsoft Corp.: WMM/WME: Parameter Element
Tag Number: Vendor Specific (221)
Taa lenath: 24




Security — WPA3™

Source | Destinatio| Length | PHY type | Frequency | NSS |[MCS | Info

| 17. Alfa_b.. Alfa_b.. 193 8@2.11ah (S1G) 9045MHz 1 10 Key (Message 1 of 4) | 17. Alfa_b.. Alfa_b. 199 802.11ah (S1G) 9@45MHz 1 10 Key (Message 2 of 4)
Urganlzatlion LOOE: YUIWV:IWw (UTTLClally Aerox, oDut v 802.1X Authentication
Type: 802.1X Authentication (@x888e) Version: 8@2.1%-2001 (1)
v B8@2.1X Authentication Type: Key (3)
Version: 8@2.1X-2004 (2) Length: 115 ) "
Type: Key (3) Key Descriptor Type: EAPOL RSN Key (2)

[Message number: 2]

Length: 117 Key Information: @x@1e8

R

Key Descriptor Type: EAPOL RSN Key (2) Key Length: @
[Message number: 1] Replay Counter: 1

> Key Information: @x0@88 WPA Key Nonce: e9af9dc@ald@6dcb2a2db4dab542ff76ac@55e57d697ca55f8f@8bf5d4efcbse
Key Length: 6 "n Koy

WPA Key R5C: @000000200000000
WPA Key ID: 0000802800000080
WPA Key MIC: 5lcae@a6e6337e253758dBebc9b27920

Replay Counter: 1
WPA Key Nonce: ff@198674292a6cb27f78cb19054c59bafae2@eB827355d2eaaedbdat3ad8b2ec

Key IV: @@000000000000000200000000R00000 WPA Key Data Length: 28

WPA Key RSC: @eeeodeeeeo0p000 ~ WPA Key Data: 3@1a@l fac0401 face401 faces fac@6
WPA Key ID: 2002000800000000 v Tag: RSN Information

WPA Key MIC: (5141 eeen Tag Mumber: RSN Information (48)

. Tag length: 26
WPA Key Data Length: 22 RSN Version: 1

v WPA Key Data: dd14@0@fac8437297f26c5e3be@@afB84092d66ad4209 Group Cipher Suite: @@:8f:ac (Ieee 882.11) AES (CCM)
v Tag: Vendor Specific: Ieee 802.11: RSN PMKID Pairwise Cipher Suite Count: 1
Tag Mumber: Vendor Specific (221) Pairwise Cipher Suite List @@:8f:ac (Ieee 802.11) AES (CCM)
Tag length: 2@ Auth Key Management (AKM) Suite Count: 1
OUL: @0:0f:ac (Ieee 882.11) Auth Key Management (AKM) List @@:@f:ac (Ieee 882.11) SAE (SHA256)
RSN Capabilities: @x@8c@
Vendor Specific OUI Type: 4 T o
Data Type: PMKID KDE (4)

PMKID List
PMKID: 37297f26c5e3be@@af84092d66ad4209 > Group Management Cipher Suite: 8@8:@f:ac (Ieee 862.11) BIP (128)

o

v

v



HalLow Distance Record —
3 Km (1.86 mi)

* Using Morse Micro MM6108 SoC
 Ocean Beach, California
* Video call & TP test
* 8 MHz wide channel i
* 8 Mbps @ 1500 m / 1 Mbps @ 3000 m
¥ | L TARRANAL, )

935000000 (7,

Sto
Swp Time 13ms (13K pis]

Source: Morse Micro 3Km Range Test - https:/vimeo.com/900432058 % Sart 902 000000 Wiz


https://vimeo.com/900432058

New HalLow Range Test
Record — 16 Km (9.94 mi)

Using Morse Micro EKHO1 Evaluation Kit
Joshua Tree, California

UDP test data

4 MHz wide channel

4 Mbps @ 7000 m / 2 Mbps @ 16,000 m

Source: Morse Micro 3Km Range Test - https:/voutu.be/fBMgZah277g

WI-FI HALOW RANGE TEST @&
bh'?.\(/:{;@é.”ﬁ S
JOSHUA TREE, CALIFORNIA


https://youtu.be/fBMgZah2Z7g
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Manufacturers

NEWRA com

@ Morse Micro

Methndﬁ
Business




[ Download your results

Sort By: Date Cenrtified: Newest to Oldest hd

Clear all filters
Product Name: ACERA 331

K d Se h Model Number: WHMN-331
E or arc w PURMLND SYSTENS _ .
yw Total Variants: 1 (T resulf)

Brand: FURUNO SYSTEMS Co., Lid.

Product Name: Wi-Fi HaLow loT Gateway
Model Number: AP7688-WHM

J Total Variants: 1 (1 resuff)
Brand: AsiaRF Co., Lid.

ADD

Category: Routers
Last Certified Date: 2023-10-13

Category: Routers
Last Certified Date: 2023-06-02

Product Mame: MM&108-EKHO1
Model Number: MME&108-EKHO1

Product Name: MME104-EKHO1-5TA
Model Number: MME104-EKHO1-5TA
Total Variants: 1 {7 resuli) Total Variants: 1 (7 resuli)

Brand: Morse Micro

Wi-Fi

Certified

Building

I Computers & Accessories

Product Mame: MME6104-EKHO1-AP Product Name: NRC7292AP01

Gaming, Media & Music

Model Number: MM6&104-EKHO1-AP Model Number: NRC7292AP01

Phones
I Total Variants: 1 (T resulf) Total Variants: 1 {7 resull)
I Routers Brand: Morse Micro Brand: Newracom Inc.
| | | TM I Smart Home Category: Routers Category: Routers
Last Certified Date: 2021-11-04 Last Certified Date: 2021-11-04
a O W I Tablets, Ereaders & Cameras I I

Televisions & Set Top Boxes
Product Mame: M2E7211-EVE

— Model Number: M2B7211-EVB
E“ e Total Variants: 1 {7 resuli)

Brand: Methods2Business

Category: Routers

Last Certified Date: 2021-11-02

Product Name: NRC72925T01
| other Model Number: NRC7292ST01
Total Variants: 1 (7 resull)
Brand: Newracom Inc.
Category: Other

Passpoint®
pot Last Certified Date: 2021-11-02

Brand: Morse Micro
Category: Routers Category: Other
Last Certified Date: 2023-04-14 Last Certified Date: 2021-11-04

Wi-Fi CERTIFIED 7™

wio R AS Product Name: M2B7111-EVB
Wi-Fi Location™ T Model Number: M2E7111-EVE
o Total Variants: 1 {1 resulf)

Wi-Fi QoS Management™
Brand: Methods2Business

Category: Other
B Hide Advanced Filters Last Certified Date: 2021-11-02

Source: Wi-Fi Alliance Product Finder -


https://www.wi-fi.org/product-finder-results

Frequency

Data Rate

Range (m)

Modulation

Power
Security

Device per
AP/GW

OTA firmware
updates

* Single spatial stream

S1G

150 kbps — 86.7

Mbps*
<1,000

OFDM over

BPSK, QPSK,

16/64/256-
QAM

Low

WPA3™

8192

Yes

2.4 /5 GHz

6.5 Mbps—
866.7 Mbps*

<100

OFDM over

BPSK, QPSK,

16/64/256-
QAM

Med

128-bit AES in
CCMode

2007

Yes

S1G /2.4 GHz

250 kbps

<20

BPSK / OQPSK

Low

128-bit AES in
CCMode

65,000

Yes

2.4 GHz

125 kbps — 2
Mbps

<100

Low

128-bit AES in
CCMode

Unlimited

Yes

S1G /2.4 GHz

300 bps — 27
kbps

<20,000

Low

128-bit AES in
CCMode

>100,00

Yes

Licensed <5
GHz

20— 127 kbps

<30,000

QPSK

Low
3GPP security

>100,000

Yes




“Be relentlessly curious.”

Troy Martin

LinkedIn
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