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How can RIPE NCC and the Community help

➢The Community to provide contact information for each owner of IPv4 resource that is a true 
reflection of the place of business and/or where the operator can be located

➢In instances where RIPE NCC directly allocate IPv4 resources that are being misused by bad 
actors who cannot be located, more responsibility to be taken

➢A process that gives RIPE NCC a mechanism to resolve disputes between the Community and 
Rights Owners/Broadcasters



➢ Organisations that don’t want to be found do so in plain sight

➢ These companies have been tagged with the term OFF-SHORE

➢ The business address is generally located outside of the RIR coverage

➢ Within countries with poor legislation and difficult to locate addresses.

Seychelles BelizePanama

Why do we need to have contact?  



➢ Using RIPE database, it can be difficult to find contact details to reach out to these 
organisations

➢ An email address is unreliable



Abuse domains inactive

➢ During our review of DMCA notices sent
➢ 530 status

➢ Sending takedown notices to published abuse email addresses is pointless

Infringing website detected

Look-up to identified the IP address and abuse contact details



➢ We do our best to find contact details outside the RIPE database
➢ However, with off-shore DSP’s it generally leads to a dead-end

Domain address

Google search



➢ Blackhole emails

mail server is Protonmail

Creating a process to efficiently ignore takedown notices

Infringing-website.com

➢ IP Lookup



Car parks 

➢ Even if there is a website with contact details, the addresses are fake



Information requested:
➢ IP logs 
➢ Registration Email address
➢ Billing Information
➢ Name Identifiers

Subpoenas are not always reliable

Information received:



Billing information:

➢ Fake name

➢ Fake billing address

➢ Disposable email address

➢ No physical address



RIPE NCC Support
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