The Last of the Apaches
Investigating the State of Internet-facing End-of-Life Software

Ioannis Arakas Panagiotis Pallis Evangelos Markatos Georgios Smaragdakis
University of Crete University of Crete University of Crete TU Delft
& FORTH & FORTH & FORTH

arakas@ics.forth.gr panpasl6l@ics.forth.gr markatos@ics.forth.gr gsmaragdakis@tudelftnl

i
< FORTH

INSTITUTE OF COMPUTER SCIENCE



What is End of Life (EoL) and why it matters.

What is it?

We call EoL a (version of a) program that is not supported any more
by a software vendor

Example: Windows XP and Windows 7, Apache Http 2.0

Why does it matter?
EoL software has vulnerabilities
EoL software can be exploited
EoL software will not be patched



Research Questions

Q1: Are servers hosting EoL software?

Q2: How many IP addresses out there have at least one EoL software?
Q3: Are EoL programs dangerous?

Q4: Where are these EoL hosts located?

Q5: What are the factors that contribute to the high percentage of EoL
programs¢



Methodology (1)
We use data from Censys. Why Censys?

frequently scans the entire IP address range
finds open ports and applications
reports versions of the found applications, country, hosting provider,
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https://censys.com/

Methodology (Il)

EoL application information available at endoflife.date for a large number of programs

and version.

Apache HTTP Server

& Last updated on 26 July 2024 (e

~ Apache HTTP Server is a collaborative software development effort aimed at creating a robust,
commercial-grade, feature-rich and freely available source code implementation of an HTTP

(Web) server.

Release Released Security Support

12 years ago 2.4.62
(21 Feb 2012) (17 Jul 2024)

18 years ago Ended 7 years ago 2234
(01 Dec 2005) (11 Jul 2017)

22 years ago Ended 11 years ago
(05 Apr 2002) (10 Jul 2013)



https://endoflife.date/

Methodology (Ill) ~aL-

Software Latest Version EoL Date EoL Version EoL Date e
Apache http 24 unknown 2.2 Jul 2017

Nginx 1.27 unknown 1.26 Apr 2024

OpenSSL 3.3 Apr 2026 1.1 Sep 2023

PHP 8.3 Dec 2027 8.0 Nov 2023

MySQL 9.0 unknown 8.3 Apr 2024

MariaDB 11.5 unknown 10.10 Nov 2023

Squid 6 unknown 5 Jul 2023




Results

Q1: Are servers hosting Eol software?
Our research has shown that:
46 millions IP addresses host at least on of the software that we studied.

Unfortunately 9.6 millions [P addresses hosts at least one EoL
program/software.



02: Do servers host Eol software?

e More than 4 million IP
addresses run EoL Nginx.
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Q3: Are Eol applications dangerous?

| - e All of the apache instances are
EoL and vulnerable (CVE with
high score >8)
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e One in four nginx servers have

CVE higher than 8
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Q4: Where are these EoL hosts located?
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Q5: What are the factors that contribute to the high percentage of

Eol programs?

Operating System Release Date | Hosts OpenSSL | End of Openssl
(OS) Version Support
Ubuntu 20.04 Apr 2020 1,349,000 | 1.1.1f Sep 2023
Debian 10 Jul 2019 542,000 1.1.1n Sep 2023
Ubuntu 18.04 Apr 2018 482,000 1.1.1f Sep 2023
Ubuntu 16.04 Apr 2016 362,000 1.0.2g Dec 2019
Debian 9 Jun 2017 316,000 1.1.0k Sep 2019
Ubuntu 14.04 Apr 2014 112,000 1.0.1f Dec 2019
Opensuse Leap 42.1 | Nov 2015 4,800 1.02k Dec 2019
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Conclusions - summary

e More than 9 million IP addresses run EoL software.

e All of the EoL apache instances are vulnerable with high base score.

e Almost 800,000 OpenSSL instances are EoL and vulnerable with high
base score.

® Pre-installed software shipped with OS might be EoL.

e Recommendations:
o Update your software.
o Don't use the preinstalled version of a tool: update it
o Use only supported programs for better patching.
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Thank You
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Q4: Where are these EoL hosts located
(percentage)
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s Eol software dangerous. (May 2024, Oct 2024)
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NPM Weekly downloads (Oct 2024)

Weekly Downloads

B ecol B stable

10000000
5000000

1000000
500000

100000
50000




