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First Look - Tinder



First Look - Phishing



First Look - Phishing
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First Look - Phishing: TLS Fingerprinting

+ SNI =



First Look - Phishing: TLS Fingerprinting

account.booking.com
outlook.office365.com
discord.com
paypal.com
And more



First Look - Sophisticated Bots



First Look - Riches Beyond Imagination
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My testbed consisted only of one network operator…

From a Network Operator’s Perspective



We can deepen our understanding of this phenomenon by sampling 
for proxy indicators in end-user networks or at IXPs

Call to Action



• Don’t share your Internet connection for money

• Vehicle for serious crime

• Looking for traces in end-user networks might reveal the true extent of 
these residential proxies

Takeaways



Contact, Questions, Discussions

Etienne Khan
e.khan@utwente.nl

Or here, in person

mailto:e.khan@utwente.nl

