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DISCLAIMER
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CError chaining BGP standardé BGP speakeré BGP exporteré BGP arser

C Conflicting goals be conformant with standard & preserve the most information

C Differing use cases interactive/bulk, standalone/ecosystem, research/operations

C Implementation pointer arithmetic, algorithmic decisions (e.g. AS_PATH length > 2557?)

RFC791| RFC904 | RFC1113 RFC1997 RFC2044 RFC2373 RFC246( RFC2545 RFC2858
RFC2918 RFC3392 RFC4271 RFC4291 RFC436( RFC4364 RFC4456 RFC4486 RFC4493
RFC468#t RFC4724 RFC476( RFC476] RFC5065 RFC5195 RFC529] RFC5493 RFC5512
RFC554B RFC570] RFC5747 RFC6037 RFC6054 RFC636§ RFC639§ RFC6397 RFC6513
RFC651#t RFC6608 RFC6666 RFC6793 RFC6939 RFC7117 RFC7267 RFC731] RFC7313
RFC743p RFC7447 RFC7534 RFC7754 RFC791] RFC805Q RFC8093 RFC8093 RFC8190
RFC8205 RFC82153 RFC8277 RFC853 RFC8654 RFC8669 RFC881( RFC8950 RFC8955
RFC900B RFC9013 RFC9015 RFC902§ RFC9074 RFC9234 RFC9384 RFC9552
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Address space characteristics

HOWBIGIS THEINTERNET?

© 2024 Leitwert GmbH  z All rights reserved. INFORMATIONAL z Personal use granted. | 4



Internet Intelligence | Routing Assessment | Network Monitoring

do leitwert

Are you able to define an acceptable margin of error?

Number of IPv4 prefixes Number of IPv6 prefixes

BGPdump + BGPReader ~ FGBGP = mrtparse BGPdump + BGPReader *~ FGBGP = mrtparse
BGPKIT ~ BGP Scanner Micro BGP — ftlbgp BGPKIT ~ BGP Scanner Micro BGP  ftlbgp
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do leitwert

Does it matter if the Internet is 20% bigger or smaller? What about 100%?

IPv4 prefix size IPv6 prefix size

BGPdump BGPReader ~ FGBGP = mrtparse

BGPdump BGPReader * FGBGP = mrtparse
BGPKIT — BGP Scanner Micro BGP — ftlbgp BGPKIT — BGP Scanner Micro BGP = ftlbgp
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Topological characteristics

HOWARE ASEISNTERCONNECTED
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Graph metrics, AS rankings, customer cones, peering/transit relations, routing policies, RPKI/ASPA

Number of ASes Number of AS links
BGPdump + BGPReader ~ FGBGP = mrtparse BGPdump + BGPReader + FGBGP = mrtparse
BGPKIT -~ BGP Scanner Micro BGP — ftlbgp BGPKIT - BGP Scanner Micro BGP — ftlbgp
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do leitwert

So is it really that hard to agree on the information content of a few BGP updates?

Resource Union Intersection Difference Jaccard
ASes 83,993 83,820 173 99.8%
AS links 676,087 661,341 14,746 97.8%
AS triplets 10,247,351 9,853,359 393,992 96.2%
AS paths 68,593,030 61,077,971 7,515,059 89.0%
IPv4 prefixes 1,201,220 1,168,219 33,001 97.3%
IPv6 prefixes 312,346 237,995 74,351 76.2%

Table 1: Overall parser agreement
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A matter of taste ?

MRT PARSINGSTRATEGIES

© 2024 Leitwert GmbH  z All rights reserved. INFORMATIONAL z Personal use granted. | 10



| Routing Assessment | Network Monitoring

Internet Intelligence

do leitwert

There are clearly distinguishable sets of results , but we also looked at the source code

Disputed AS paths

Number of Routes

BGPdump BGPReader - FGBGP +mrtparse BGPdump 0.7K 5M 50K 3M 2M 10K 13K 0O

BGPKIT ~ BGP Scanner Micro BGP = ftlbgp
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CA- Parsing exactly as standardized, even if it means crashing on faulty input
C B — Recover from errors where possible, filter out prohibitive anomalies (e.g. IPv4 >/32)
CC—Try to reconstruct original information as best as possible, even heuristically if need be

Disputed IPv4 prefixes

BGPdump 16K 16K 14K 28K 14K 13K 16K 0
BGPKIT 0 06K 2 13K 4K 46 0 0
BGPReader | 3K 4K 2K 16K 4K 0 3K 0
BGP Scanner| 6K 6K 4K 19K 0 3K 6K 0
FGBGP 74 05K 0 0 4K 0 01K 0
Micro BGP | 1K 2K 0 14K 4K 44 1K 0
mrtparse| 0 0 0 13K 4K 0 58 0

filbgp | 0 0.7K 2 13K 4K 46 61 0
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Disputed IPv6 prefixes

BGPdump |73K 73K 61K 66K 10K 28K 73K 0
BGPKIT 0 0.2K 49 8 1K 4 0 0
BGPReader 45K 45K 33K 38K 1K 0 45K 0
BGP Scanner |64K 64K 52K 58K 0 19K 64K 0
FGBGP|7K 7K 3K 0 1K 4 7K 0 —-—
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Disputed IPv6 prefixes
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None — if you want to see if someone is announcing a /129, you should not filter it out
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Let's change topic

DOWELIKE MRT?
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Internet Intelligence
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»The only explicit indication that the encoding described in Section 3is in use in a particular
BGP sessionis the exchange of Capabilities described in Section 4. (...) However, if, for example,
a packet analyzer is used on the wire to examine an active BGP session it may not be able to
properly decode the BGP UPDATES becaustlacks prior knowledge of the exchanged
Capabilities.«

C There is a peer index table for table dump v2 MRT entries, which does not store capabilities
C BGP UPDATE streams are written into shorinterval MRT files (usually 1-15 minutes)
C Peer capabilities are sometimes encoded in MRT entry types
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C BGP4AMP_MESSAGE
CBGP4MP_MESSAGE_AS4

C BGP4AMP_MESSAGE_ADDPATH
CBGP4MP_MESSAGE_AS4 ADDPATH

CBGP4MP_MESSAGE
CBGP4MP_MESSAGE_AS4
CBGP4MP_MESSAGE_ADDPATH
CBGP4MP_MESSAGE_AS4 ADDPATH
CBGP4MP_MESSAGHEAT2025
CBGP4MP_MESSAGE_ABEAT2025

C BGP4MP_MESSAGE_ADDPATEAT2025
CBGP4MP_MESSAGE_AS4 ADDPREAT2025
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Case Study[RFC6793]
FOUROCTETAS NUMBERS
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C A total of 0.1% of all BGP4MP MRT entries are typed with the wrong ASNctect length

BGP OPEN capabilities MRT entries
* route_refresh = ligr fqdn *~ bgp4mp_as4 - state_change as4  state_change
bgp4mp enhanced_route_refresh bgp4mp_et bgp4mp et as4 = bgpdmp addpath tdv2 peers
asd * addpath bgp_role tdv2_rib_ipv4 bgpdmp_et die|9760
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- graceful restart multisession_pre + outbound_filter o
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C However, most unknown-AS problems (c.f.AS293645117arise from ill -typed MRT entries

BGP attributes MRT entries
* origin - multi_exit_disc. ) mp_unreach_nlri * bgp4mp_asd - state_change_as4 state_change
gzﬁliritllllnities fégrep;g?;?umtles ?(?Clgfl t;rg;lstomer bgp4mp et as4 —~ bgp4dmp_addpath tdv2_peers
- ~gat -al tdv2 rib ipv4 bgp4mp et die|9760
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Case Study [RFC7911]
MULTIPLEPATHSWITH BGP-ADDPATH
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Some providers possibly still fear an explosion of data (which is only partially true)

Number of ADDPATH routes ADDPATH routes by provider
BGPdump BGPReader -~ FGBGP - mrtparse RouteViews == RIPE RIS PCH
BGPKIT — BGP Scanner —~ Micro BGP — ftlbgp
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It is necessary that both exporter and parser add support for new capabilities

Number of Unallocated IPv4 prefixes Number of Unallocated IPv6 prefixes
BGPdump BGPReader + FGBGP = mrtparse BGPdump + BGPReader + FGBGP = mrtparse
BGPKIT -~ BGP Scanner Micro BGP — ftlbgp BGPKIT - BGP Scanner Micro BGP — ftlbgp
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It is necessary that both exporter and parser add support for new capabilities

Invalid IPv4 prefixes (>/32) by provider Invalid IPv6 prefixes (>/128) by provider
= RouteViews == RIPE RIS PCH RouteViews == RIPE RIS PCH
_ 12x10° P
?1 § 2.5x10°
A 10x 10° 3
3 - 2.0x10°
[}
M 8.0x10° 5
b =
) ® 15x10°
- 60x 10° =)
(=]
é 4.0 % 10° é LosLE
= =
E 2.0x10° E 5.0 x 104

2022 2023 2024 2022 2023 2024

© 2024 Leitwert GmbH  z All rights reserved. INFORMATIONAL z Personal use granted. | 22



{.b lettwert Internet Intelligence | Routing Assessment | Network Monitoring

MSFMet Physical Connectivity - April 87

B aner

Lessonslearned o e s e e B

MRT I= MRT

© 2024 Leitwert GmbH  z All rights reserved. INFORMATIONAL z Personal use granted. | 23



{J) lettwert Internet Intelligence | Routing Assessment | Network Monitoring

C Support for all MRTentries/BGP messagesand attributes
C Customizable in terms of selecting record/attribute types
C Raw values and human-readable output (integers vs. strings)
C Native processing of BGP records (+JSON/CSV serialization)

C Transparent support for looking glass text formats (show bgp output)
C Rapid prototyping and high -performance modes (namedtuple vs. tuple)
C Built-in statistics and flexible error handling (no unexpected aborts)

C Implemented in Python3 / PyPy3 (fast)
CZero—Copy operations on all data items (really fast)
C Released asopen-source software today J
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We»had« to implement our own MRTparser (Il)

4 I
from ftlbgp import BgpParser

with BgpParser(hamed_records =True, human_readable =True, serialize =False) as parse:

for record in parse('rib.20240101.0000.bz2}:
print (record)

BgpRouteRecord(type=, source=, sequence=, timestamp=, peer_protocol =, peer_bgp_id=, peer_as=,
peer_ip=, nexthop_protocol =, nexthop_ip=, prefix_protocol =, prefix=, path_id=,aspath=, origin =,
communities =,large_communities =, extended_communities=, multi_exit_disc =,atomic_aggregate =,
aggregator_protocol =, aggregator_as=, aggregator_ip =,only_to customer=,originator_id =, cluster_list=,
local_pref=,attr_set=,as_pathlimit =, aigp=, attrs_unknown =)

BgpPeerTableRecord(..) BgpStateChangeRecord..) BgpKeepAliveRecord(..)
BgpRouteRefreshRecord(..) = BgpNotificationRecord (..) BgpOpenRecord(..)

BgpStatsRecord(..) BgpErrorRecord(..)
. J
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Summary and future work

Lessons learned
C Raw BGP data requires interpretation and interpolation — we have dialects and artifacts
C Knowledge of peer capabilities would be paramount — but there is no way for direct access
CAdding new features to the BGP/MRT standard can lead to data corruption (c.f. ADDPATM
C The situation improves with better exporters — but historic analyses remain problematic
C Crafting BGP messages with certain attributes may conceal routes or even crash parsers

Work in progress
C We're working on a paper submission — look out for a preprint soon
CWe're looking for collaborators to improve MRT (adding peer capabilities and RPKI features)
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Actually, | do like MRT.
THANK YOU| Q&A
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