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What is IXP from Scratch?



3

Goals of this RIPE Labs Series

• document how we’ve build DD-IX
• self-reflection on design choices
• gather feedback from the community
• encourage others to do the same
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Dresden Internet Exchange

2005 past efforts: IX in Dresden

2023 DD-IX e.V. gets formed
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Dresden Internet Exchange

2024 operational
2024 multiple

”Open Tech Meetups”
2024 3 peers
2024 first Gbits/s peek
2024 additional peers awaiting

for X-Connect
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Before DD-IX
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Using DD-IX



8

Keep Local Traffic Local
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IXP from Scratch

Published
1. Building a New IX
2. Network and Security Design
3. The Peering LAN

In progress
• Automation
• Monitoring & Traffic Analysis
• <your input>

First RIPE Labs article:
https://labs.ripe.net/author/liske/ixp-
from-scratch-building-a-new-ix/
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Network and Security Design
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Services of IXP Operations

• IXP services
• peering LAN
• IXP management
• monitoring

• office and association
• paperwork
• accounting
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Network Segmentation
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Network Segmentation
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Network Segmentation
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Network Segmentation
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Network Segmentation
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IPv6-only, we’ve tried very hard

some external APIs from IXP 
Manager and arouteserver 
are IPv4-only
NixOS heavily relies on 
GitHub, GitHub is missing 
AAAA records...
some private addresses 
(RFC1918) remain...
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Operating Systems on Servers

• Alpine Linux for routers
• runs from tmpfs
• small overhead
• Linux routing: Kernel + BIRD

• NixOS for everything else
• declarative and reproducible
• rollbacks are easy
• fast if you know how

https://github.com/dd-ix/nix-config

https://github.com/dd-ix/ddix-ansible-ixp
https://github.com/dd-ix/ddix-ansible-rs
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Service Isolation

• currently, only single management host
• MicroVM’s for every service

• KVM-based virtualization
• diskless/tmpfs
• mount points for persistent data
• well integrated into NixOS thanks to @astro

github.com/astro/microvm.nix
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Any Questions

contact@dd-ix.net
dd-ix.net

Our Sustaining Members

Our Patrons
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Nix Store with MicroVMs

github.com/astro/microvm.nix
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